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DETAILED ACTION 

1 . This Office Action is responsive to communications filed on April 1 1 , 2007. 
Claims 1-37 are pending. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after allowance or after an Office action 
under Ex Parte Quayle, 25 USPQ 74, 453 O.G. 213 (Comm'r Pat. 1935). Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, prosecution in this application has been reopened pursuant to 37 CFR 
1.114. Applicant's submission filed on April 11, 2007 has been entered. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on April 11, 2007 has been 
received and considered by the examiner. 

Claim Rejections -35 USC §103 

4. The text of those sections of Title 35, U.S. Code not included in this action can be 
found in a prior Office action. 

5. Claims 1-37 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Eichstaedt et al. (U.S. Patent No. 6,662,230), hereinafter Eichstaedt, in view of Short et al.(US 
6,636,894), hereinafter Short. 
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Regarding claims 1, 2, 5, 8-9, 13-16, 18-19, 23-26, 28-29, and 34-35, as shown in Figures 
1-6, Eichstaedt discloses: 

monitoring a computer system for connection transactions between multiple requestors 
(12, 14, 16) and an access provider (21) using a switching component (22, 1 1) connected to the 
access provider (col. 5: lines 32-39; and col. 11: lines 62-67); 

denying access by an attacking access requestor (16) to the access provider (21) when a 
number of connection transactions initiated by the attacking access requestor (e.g., request 
values) through the switching component (1 1) exceeds a configurable threshold number (e.g., 
maximum request values) during a first configurable period of time (col. 6: lines 43-61; and col. 
12: lines 3-20). 

Eichstaedt also discloses the monitoring includes detecting connection transactions 
between multiple Internet protocol addresses and the access provider with the switching 
components (Eichstaedt; col. 5: lines 32-39; and col. 7: lines 23-49). 

Eichstaedt does not explicitly call for a plurality of access providers. 

As shown in Figure 1 , Short teaches a system and method for providing multiple users 
(14) access to a plurality of networks (22 and 20), see col. 6: line 9 - col. 7: line 24. 

.It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply Short's method of providing multiple users access to a plurality of network 
providers in Eichstaedt' s system, motivated by the need of providing users access to the Internet, 
i.e., a worldwide, publicly accessible network of interconnected computer networks that transmit 
data, consisting of millions of smaller domestic, academic, business, and government networks. 
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Regarding claims 3-4 and 6-7, Eichstaedt-Short also discloses the monitoring farther 
includes counting and comparing the number of connection transactions initiated by the access 
requestors (e.g., request values) through the switching component (22, 1 1) during the first 
configurable period of time (tj) to the configurable threshold (e.g., a comparison between the 
calculated request values and a predefined maximum value is made; Eichstaedt; col. 7: lines 5-10 
and lines 21-49). 

Regarding claims 17 and 27, the aforementioned claims contain similar limitations to 
those limitations of claims 1 and 3-4, therefore is rejected under the same basis. 

Regarding claims 10-12, 20-22, and 30-33, Eichstaedt-Short discloses that the denying of 
access includes denying access to the access providers through the switching component (22, 11) 
by the attacking access requestor (16) for a second configurable period of time (tj) after detecting 
a most recent connection transaction initiated by the attacking requestor through the switching 
component (Eichstaedt; col. 4: lines 12-17; and col. 7: lines 31-49). 

Regarding claims 36, Eichstaedt-Short also discloses a host computer system (21) 
receives communication from the switching component (22, 1 1), see Eichstaedt, Figure 1. 

Regarding claims 37, Eichstaedt-Short also discloses the switching system (22, 1 1) is 
included in a host system (21), see Eichstaedt, Figure 1 . 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Van Kim T. Nguyen whose telephone number is 571-272-3073. 
The examiner can normally be reached on 8:00 AM - 4:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Bunjob Jaroenchonwanit can be reached on 571-272-3913. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Van Kim T. Nguyen 

Examiner 

Art Unit 2151 
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